SUBJECT: Air Force Reserve AGR Vacancy Announcement 16-0250EB; Closeout Date: Until Filled
(Revised: 26 October 2016)

1. A requirement exists for a qualified member to serve a 3-year tour of active duty as an AF Reserve AGR
(Active Guard Reserve) in the AFSC and rank indicated below. Applicants must possess the AFSC, skill level
or one skill level below and must hold the rank or one rank below to qualify as a candidate. Applicants must
have completed SNCOA and been awarded their CCAF degree by the closeout date of this announcement

to apply.

AFR AGR applicants must have 30 months' time on station (TOS) if PCSing by the position availability
date. If they are less than 30 months TOS, a snowflake and TOS waiver approved through the member's
wing commander or equivalent is required to be submitted with the AGR application package prior to
the close out date.

Air Reserve Technicians (ART) selected for an AGR assignment will have his/her High Year Tenure
(HYT) adjusted to that of a traditional reservist/IMA.

AFSC: 3D073

RANK: MSgt
UNIT/ORGANIZATION: 42 COS

DUTY TITLE: CVAJ/H Cyber Security Analyst
LOCATION: Scott AFB IL

POSITION AVAILABILITY: Vacant

2. DUTIES AND RESPONSIBILITIES: Conducts cybersecurity risk management framework assessments;
ensures cybersecurity policies fully support all legal and regulatory requirements and ensures cybersecurity
policies are applied in new and existing information system (IS) resources. Identifies cybersecurity weaknesses
and provides recommendations for improvement. Monitors cybersecurity policy compliance and provides
recommendations for effective implementation of IS security controls. Integrates risk management framework
tools with other IS functions to protect and defend IS resources. Advises cyber systems operations personnel and
system administrators on known vulnerabilities and assists in developing mitigation and remediation strategies.
Provides confidentiality, integrity and availability by verifying cybersecurity controls are implemented in
accordance with DoD and Air Force standards. Ensures appropriate administrative, physical, and technical
safeguards are incorporated into all new and existing IS resources through certification and accreditation and
protects IS resources from malicious activity.

Employs the Air Force Cyberspace Vulnerability Assessment/Hunter (CVA/H) weapon system to conduct overall
vulnerability analysis, and provide risk mitigation support with special emphasis on Cyber Trainer and
cybersecurity Compliance Agent capabilities IAW USCYBERCOM standards. Understands and emulates
adversary tactics, techniques, and procedures to defend mission enclaves.

Maintains CMR certification on the CVA/H weapon system.

3. QUALIFICATIONS: Applicants must have been awarded the 3D073 AFSC or meet the prerequisites
required for completing. A current DoD Directive 8570 Information Assurance Technician Level 2 certification
is required. Completion of Intermediate Network Warfare Training (INWT), Cyber Warfare Operations (CWO)
course, or Cyber Defense Control Operations (CDCO) courses desired. Experience with defensive cyberspace
operations, cyber mission forces or Air Force cyber weapon systems highly desired. Position requires routine
access to Top Secret material or similar environment. For award and retention, completion of a current Single



Scope Background Investigation (SSBI) according to AFI 31-501, Personnel Security Program Management, is
mandatory. Upon selection, member must be able to successfully complete all applicable training in a timely
manner or be removed from this position/status.

4. For additional information about this vacancy, contact CMSgt Mark J. Otzenberger at (618) 256-0962 or via
DSN at 576-0962. Application procedure questions are on myPers or may be addressed by calling the Total Force
Service Center at 1-720-847-3430 or DSN 665-3430.

5. Please disseminate this advertisement to all potentially qualified members. Please be advised that PCS orders
cannot be published until selectee is certified medically qualified for active duty.

6. Further information on how to apply, eligibility requirements, etc can be found on myPers and other AFR
AGR career opportunities are listed on the ARPC/DPAA “AFR AGR Vacancies” ARPC Website.
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